Hpunoxenne k 3HT mot Ne082-0037319

JononnuresabIe TPeGOBAHHS
1o obecneuennw UndopMannonnoil 6e300aCHOCTH:
IlpumensieTcs B ciaydae MOOCPHH3ANNH, PEKOHCTPYKIMH WIH CO3JAHHA CHCTEMBI

TeJleMeXaHHKH.

1.1. llopanox co3ianms OACHCTEMEI HHQOPMAIIHOHHOH 6e301aCHOCTH, IOCTPOSHHE 3TATIOB pabor, a Taxe
pa3paboTka TexHudecKo# H pabodcil JOKyMeHTauH JI0MKHEB cooTBerctBoBath 1 OCT P 51583-2014
«3ammra uHGopMamum. llopanok co3aHEA  ABTOMATH3HPOBAHHEIX CHCTEM B SalUINCHHOM
nenonHesnd. O6IIHe TOTOKEHMS».

1.2.  OOecnednThk co3jaHWe NOJCHCTEMBI HHGMOOPMAIMOHHON 6e30macHOCTH, a Takke o6ecIcdHTh

BBITIOJIHCHHC:

- tpebopanuii llpukaza ®CTOK ot 14 mapra 2014 r. Ne 31 - He Hmke 3 KIacca 3aIAIEHHOCTH
ARTOMAaTH3UPOBAHHOM CHCTEMBI YIIPABJICHHS,

- tpebosanmii P/l «ABTOMaTH3MPOBAaHHBIE CHCTEMBIL 3aIUTa OT HECAHKIIMOHKPOBAHHOIO JOCTYIIA.
Knaccnduxalunsa aBToMaTH3UpOBaHHBIX CHCTEM H TpeOOBaHUS 110 3ammre HHGOPMAIlEM» HE HHXKE
ypoHs 1 T7;

- Tpedopanmit  Pacmopmxemmsa  1IAO  «Poccerm» «O eIMHOM TexXHHUECKOH IIONATHKE B
3MEKTPOCETEBOM KOMILICKCE»;

- CpencTBa 3alIMTHl HH(pOPMAIHK JOJDKHEI COOTBETCTBOBATL TPCOOBAHUAM He HMXEe 6-To HIH Oolnee
BEICOKOTO ypoBHA AoBepHa («TpeboBanmg 1o Oe3omacHocTH WHOOPMALIHE, YCTAHABIHBAIOIIHE
VPOBHH J(OBepHS K CPEICTBAM TEXHHYCCKOM 3altuThl WHOOPMAlMH H CpeacTBaM obccreucHwus
0e30naCHOCTH HHQOPMAIMOMILIX TEXHONOTHEY, yTBepkaeHHble npuxazoM GCTIK Poccun or
02.06.2020 No76);

1.3.  llpuMensemoe 00OpyAOBaHHE JOJDKHO OBITh BKIIOUEHO B PeecTp DPOMBINUIEHHON TPOAYKIHH,

NPOM3BEICHHOR HA TeppHTOpHH Poccuiickoi Demepanuu.

1.4. IlpuMensemoc mporpaMMHoe obecredeHne JOJDKHO OBITh BKIOUEHO B Eanubii peectp poccmiickmx

IIPOTPAMM JUI 3EKTPOHHO-BRIMACTHTENBHEIX MAIIKA K 023 JaHHbIX.

1.5. Ilpumensiemoe ofopynoBame H HporpaMMHOe obecriedeHHe CpeicTE  HH(OPMAIHEOHHOM

OesomacrocTH, cetn nepenaun gaHaeX, ACYTIL, TM noiokHo 66t ceptudunupoBasEsmM OCTIK Poceun

W/uiK JIONYIIEeHHbIM K HpHMeHeHHo na oObekrax [TAQ "Poccetn", B COOTBETCTBHH C TpeGOBAHUAMH

Ipukaza [IAO «Poccetn» ot 26.07.2023 No 305 «O0 yTBep:KIeHHH IOKYMCHTOB B OONIACTH IPOBEPKH

Ka4ecTBa (aTTecTalMu) 000pPYIOBAHUS, MATCPHATOB W CACTEMY H IPOIICAINNM IPOBEPKY B COOTBETCTBHHE C

Tpebopanmavu npukasa IIAO «Poccern» ot 28.08.2020 Ne 391 «O6 yrBepkactin MeTo MKy IpOBEISHHAST

nposepkr  OH(GpoBoro o0Opy/OBaHHA ¥ CHCTEM Ha COOTBETCTBHE TpefoBaHHAM O€30IacHOCTH

HEGOPMALIHH, B TOM YHCIIe IPOBEIECHUS IPOBEPKH KAUCCTBA TEXHMYECKHX CPE/ICTB 3allUTH HH(GOPMAHE B

IMEKTPOCETEROM KOMILICKCE Y.

1.6. Tllpu upoeKTHPOBAHHM H BBIIOJHCHHH PabOT, y4€CTh MEPONpPHATHA, BHOIONHICMEIE B paMKax

CMEKHBIX ITPOEKTOB.

1.7.  TlpesycMOTpeTh HCIIONB30OBAHHE KpHOTOrpadhuuaeckod 3audtsl ;s Tpaduka obMeHa HHGOpMAIHed

mexcty npubopaMu yuera / YCIIA u [ITK ACTY / VIBK «[Tupamuga-cetu» / [10 «Annda-LTentpy.

1.8.  TlpeaycMOTpeTs HCIIONBL30BAHHE CPEJICTE MEKCETEBOTO DKPAHHPOBAHHA Ul QUILTpanud Tpaduka

B3aMMOACHCTBASA ¢ BHEIIHAMH CETAMH U Tpadrka BHYTpH TYHHEII (pacmmgpoBanmoro tpaduka).

1.8.1. HacTpoiiky CpesICTE MEXCeTeBOI0 HKPaHUPOBAHHA CHCTEME! TEIEMEXaUMKH M yuéra DD JNOIKHBL

NPeNyCMATPHBATE:

—  3anpeT moboro TpaduKa B3aHMOASHCTRUN ¢ BHCITHUMHU CETAMH, KpOME MH(POBAHHOro Tpaduka
B3aMOJASHCTRAS ¢ KPHIITOLLITIO3aMY BSPXHETO YPOBHS;

— B 9acTH QUIBTpAIMH Tpauka BOYTPH TyHHENIH (pacmm(poBaHHOTO Tpaduxa), JOLKHLI OLITH
nponycansl Koukperaele 1P-agpeca u TCP/UDP noprel B3auMoneicTBHS YCTPOMCTE BEpXHETO



yposus; [ITK ACTY / UBK «lupamuma-cern» / IIO «Anpga-LleHTpr, B3auMOACHCTBHE C
KOTOPSHIMH IIPE/yCMATPUBACTCS MPOSKTOM.

— oOMeH TenemHGOPMAINE C 3HEProoOBEKTOM JokeH Obith pazpemedn Tompko ¢ IITK ACTY
¢mmmana no mportoxkomy MOK-60870-104. O6men Tenemddopmanmedi ¢ MOOBIMH IPYTHMH
yeTpolicTeamu, B ToM wrcie cepBepamMu ACKY3, nomkeH OBITE 3a0peileH.

~ obmen undopManuel ¢ 3HeproodneKTOM 00 y4eTe 3MEeKTPO’HEPIHH AOJDKEH OBITH pa3pemeH
tonsko ¢ HMBK «[Iupamuga-cetu» / [10 «Amsda-Ilemrpy mo pporoxory DLMS/COSEM
(madopmammonras monens CIIOI3C). Obmen umgopmanmed 00 ydere 3IEKTPOIHEPTHH C
MmoOBIMU  OpyrEMH yeTpoiicTBamu, B ToM uncie cepBepamu [ITK ACTY, nomxeH OBITE
3aIpelleH.

1.9. IIpemycmorpers Hcnonb0BaHHe OpaHAMayspa YPOBHS NPHIOXKCHUH ¢ HAacTpoHKaMH paspelleHMH
CeTeBBIX B3amMojelicTeuil (KoHkpeTHbie IP-anpeca w TCP/UDP moptsl) A KOHKPETHBIX IPOIPaMMHBIX
KOMIIOHCHTOB, IIPUCYTCTBYIONIHX B GEIOM CITHCKE IPOTPaMMBEIX KOMIIOHEHTOB.

1.10. IlpuMeHscMEble Ha 3HEProoOBEKTe yCTpoiicTBa TENEMEXaHHKM M yd4éra DO JOJUKHEI MCKIIOYATE
BO3MOXHOCTH B3aHMOIESHCTBHA ITOACHCTEMEl y9€Ta OIEKTPORHEpPruH ycTpoiictea ¢ cermearom ACTY
sepxuero ypoeHi (ITTK ACTY) u mo/icucreMst TeIeMeXaluuku ycTpoiictsa ¢ cermeEToM ACKY 2 BepxHero
ypoeus (UBK «[lapamupa-cetu»), a Tapke MCKIOYATh BO3ZMOXHOCTH HEpedadd HoOOro, B TOM UHCIE
TpaHE3UTHOTO, Tpadmka Mexay cerMmenTamMu ACTY m ACKYD.

1.11. B3amMonciicTBHe ycTpoiicrs pepxHero ypoHsa: IITK ACTY / MBK «Impamunma-cetm» c¢
MOJACHCTEMON TeNeMeXaHWKH W ITOJCHCTCMON yYeTa 2MEKTPORHEPIHH NOTKHO OBITh pPas[eneHO TaKuM
o0pasomM, TIpH KOTOPOM HCKIIOYacTcs BO3MOXHOCTE foctyma u3 UBK «llupamupa-cetm» K mopcucreMe
teneMexaneke u 13 [ITK ACTY x nojicncreMe ydeTa 3IeKTPOIHEPIHHA.

1.12. Ilpumensiemple  ycTpoiicTBa  TeneMexanmku W yuéra 33, coJepiKampe  CpPencTsa
KPUNTOrpaduaecKOd 3ammTE  JODKHEI pa3MeInaThes B 3aHPAEMBIX  MeTalIMYecKHX MmKadax,
UCKIIOYAIOIIEX JOCTYI K CHCTEMe TeleMEXaHuKy 1 yaéra 33 6e3 OTKpPBITHS MEeTalIHIeCKOro mKada.

1.13. HmudopMamnusa 00 OTKPLITHE/BCKPHITHN U 3aKPHITHH MeTaLUTHYecKoro mkada ¢ pasMeInenHolt B HeM
CHCTEMOH TelleMeXaHHKM H yuéra D2, cojepxameii cpencTsa KpUNTOrpadEyecKOH 3allUThl, JOIDKHA
IepeaBaThCs B cOCTaBe mepeaapacMoi TeeHHpOpManyy Ha AUCIETIECPCKUI TyHKT.

1.14. B npuMeHsSeMBIX YCTpOHMCTBaX TeleMEXaHMKH H yu€ra 20D, B TOM YHCIE, JOJKHBI OBITh
peam30Bakl CIeAyIomue QyHKimy nHGOPMaoHEOH DE30IIaCHOCTH:

—  HWpentudukanys 1 ayTeHTHQHKAIMS NONB30BATENCH IPH KOHQUTYPHPOBAHHH yCTPOHICTB;

—  YnopapieHue AOCTYHOM ITONb30BaTeNeH;

—  Orpamudgennde MPOTPaMMHOH Cpebl (YCTaHOBKA M 3allyCK MPOTPaMMHBEIX KOMIIOHEHTOB JIOJDKEH
OCYIIECTRIATHCS HA OCHOBAHHU DeJI0To CIHCKa);

—  Perucrpamusa coObrTuit GezonacHocTH u nepenada ux B SIEM;

— KoHTpoms nenocTHOCTH IPOrpaMMHOIO O0ECHEYEHWsA ¢ WCIOJIB30BAHHEM KPHUITOCTOHMKHX
aNrOPUTMOB XEIMTHPOBaHMS;

~  PesepeHoe KomHpoRanue obpasza IporpaMMHOT0 obecreueHs i KOH(QUIypalyii;

— Vopaenende OOHOBIEHHSMH I[porpaMmiioro obeccreucHus  (NonydeHHe  OOHOBJIEHHIE
IPOrpaMMHOT0 O0ECHeHYCHHS TOJNBKO OT JOBEPEHHOTO MCTOYHHKA, KOHTPONb IEMOCTHOCTH
OOHOBIICHHH MPOTPAaMMHOT0 00eCIIeYeHns. ¢ KCIOJIB30BAaHHCM KpPHINTOCTOMKHX aIrOpHTMOB
XEIIAPOBAHMS).

1.15. Tlepenm mnpoBedcHHEM NpPEIBAPUTEIBHBEIX WCTHITAHWI, BHIIONHHUTE IPONELYPY KOHTIPOILA
JAIMUINCHHOCTH YCTPOMCTBA TeNeMexXaHMKu M yyé€ra 23. Marepuansl ¢ pes3ynpraTaMH KOHTPOILL
3ANMAIGEHHOCTH, COBMECTHO ¢ IIPOTOKOJAMH ¥ aKTAMH IIpe/iBapHTENbHBIX/IPHEMOYHEIX MCILITAHEH,
BKJFOYHTH B KOMIUICKT HCIIOTHATENBHOH JOKyMEHTAIIHH.

1.16. B cMeTe 3aTpar yuecTh MEPOIPHATHS N0 HACTPOHKE IEHTPANM30BAHHBIX HOACHCTEM 00CCIICICHHL
nH(pOpMallEOBHOH Oe30IIaCHOCTH.



1.17. B cny4ae ucnonb30OBaHES JULS NIepesadd HHGOPMAIMH OIIEPaTHBHO-TEXHOIOTHIECKOTO YIIPABICHHS
1 HHOPMAIMH y4eTa HIIEKTPOIHEPTHH, KaHAJIOB OTEpaTopOB MOOKIBHOM CBA3M (C HCHONB30BANHEM CHM-
KapT), K yCIIyraM, CEpBHCaM H HacTpOHKaM, peIbsBIIOTCS CICIYIOIIHE TPEOOBAHMS:

— Jin1 nepenavys OaHHBIX JOJDKHEL HCIIONB30BAThCS CHM-KapTHI ¢ yenyroii Beyienennoii APN (Ges
JocTyna K ceTH MHTepHeT U MOOBIM JPYTHM BHENTHHM CETHM);

~ VYciyrd U cepBHCHI, He ITpeJHa3HAYEHHEIE JUIS [eieil Tepeiadi JaHHEIX ¢ HCITONMB30BaHHEM
BeigeneHHOH APN, nom«#s! OBITE OTKIIOYCHEL H/ANH 320 TOKMPORAHEL;

— g goctyna x APN Obmiecrsa joinksa IIpEMEHATECA ayTEHTH(UKALNA ¢ HCIIOIB30BaHAEM
JIoTHHA ¥ rapoirs. I1py 310oM JIOTHHEL ¥ apOIH AOKHEL OBITh YHHUKANBHBIMHA JJIS KaKIOH CHM-
K&8pTHL,

— Jlomxua OBITE 3adHKCHpOBaHa NIpHBs3Ka ciM-KapTel K IMEI o6opyaoBaHgd ¢ nensio
OpeAOTBPALISHAS UX HEIIPABOMEPHOIO MCIIOIB30BAHUA B APYTHX YCTPOHCTBAX B ClIydae
XHIIEHHS,

— JIxoOble ceTeBbIe COCMHECHUA MEX Y y3namu B ceTd APN (JipyruMy CHM-KapTaMH B TOH ke
APN), 33 ACKIIOUCHUEM CEPBEPOB/YCTPOHCTE BepxHero ypoBHA B ceT ITAO «Pocceru
MoOCKOBCKEHE PerHOH», JOMKHBI OBITS 3a0peiteHE]/3a0J0KHPOBAHE] yTE€M BBRITOIHCHHAS HACTPOCK
Ha CTOPOHE OIlepaTopa COTOBOU CBA3H;

— JIiobbie ceresbie coeiMHEHUs MEXLY Y3JiaMi B pa3HbeIXx APN (cuM-kapramu ogaod APN ¢ caM-
Kxapramu Apyrod APN) J0JBKHE OBITh 3anpelieHsy/3a0I0KH POBAHEL

Obs3arensHbIe TPeOOBAHKST K Y UACTHHKY:
YuacTHHK TOPrOBO-33KYIOYHBIX I[[POHELYP HIH UIEH KOJJIEKTHBHOTO YJIACTHHKA, YbUMH CHJIAMEH

IVIAHADYETCs BBIIONHEHHE paboT B uvacTH obecnedeHus WHGOPMAMOHHOM Oe30IacHOCTH, HA MOMEHT
TI0/[a9M 3asBKH K BBIIOMHEHHS PadoT JOIDKEH OTBETATh CIEAYIOIINM TPeOOBAHHAM N0 HATHIHIO:
— Jlunemspu @CTDK Ba medTenpHOCTD 1O TEXHMYECKOMW 3alyMTe KOH(PUACHIMATBHOM HHbOpMALHK
COLJIACHO ILIL 0), €) cT.4 Ilonoxenus Beegennoro [ocranoenenueM Jpasutensersa PO 2012 roga Ne 79;
Jlunemsau OCB Ha ocymectrienny pabor no nyaktam 12-14, 21-23 «llepeuHs BEITONHAEMEIX
paboT H  OKa3bIBAEMBIX YCIY, COCTARJIAIONIMX JHIOCH3HPYEMYIO JAEATelsHOCTH, B  OTHOLICHHH
MHPPOBATHHBIX (KPHIITOIPAGUYECKHX) CPEACTB.

H.o. AHPEKTOPa ACTIapTaMClTa —

unpopManuoHnoi GezonacHoCTH //—

B.A. Aujpuanor
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